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VyOS — AWS Site-to-Site VPN

Summary

This document describes how to set up a site-to-site IPsec connection between a VyOS
instance and the Amazon Web Services built-in VPC gateway.

Introduction

One of the features of Amazon Web Services is Virtual Private Clouds (VPCs) — isolated
networks where cloud instances can communicate with one another directly and also
communicate with the Internet through a VPC gateway. For secure communication with other
VPCs and on-premises installations, Amazon VPC gateways provide a built-on |IPsec VPN
service that is managed from the AWS Management Console. This document describes how to
connect a VPC gateway to a VyOS router.

Please note that this document only provides guidance. You may need to adjust the commands
for your own installation and commands may vary between VyOS versions.

This document was last updated in September 2022 and assumed VyOS version 1.3.2.

Scenario

When creating a new VPN connection in AWS, it creates two tunnels associated with that VPN
connection.

The network diagram shown below is used in this guide, where:

VyOS

e Public IP: 192.0.2.2, assigned to ethO
e LAN subnet: 192.168.0.0/16

AWS

e Public IPs: obtained after creation of VPN Connection
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e VPC IPv4 CIDR block: 10.100.0.0/16
e VPC subnet: 10.100.100.0/24

On Prem AWS ez o1
PC1
: i;hl | R-ONPren L
192.0.2.2 Pub IP 01
A= 10.100.100.0/24
pcz [ Site-to-Site VPN - Tunnel 1 ]
vpCS [ STte-to-Site VPN - Tunnel 2 1 vpcs)
192.168.0.0/16 10.100.0.0/16
ec2_o2

The type of VPN that will be created is a Route-Based over IKEv2/IPsec tunnel over which static
routes are added.

Although this guide assumes that the public IPv4 address (192.0.2.2) is assigned on the
VyOS router, it will also work in a scenario when the VyOS router is located behind NAT and its
outgoing address is 192.0.2.2.

Public addresses for the VPN tunnels on the AWS side cannot be predicted in advance — you
will need to find them in the Tunnel Details tab after you create a VPN connection.

Configuration and deployment

AWS Configuration
1. Log-in to the AWS Management Console.

2. Create a new VPC.

In the top panel, go to All Services — Networking and Content Delivery — VPC. Then in the
left panel go to VIRTUAL PRIVATE CLOUD — Your VPCs and click the Create VPC button.
Add the following parameters in the opened window:

e Name: choose an appropriate name.
IPv4 CIDR block: 10.100.0.0/16
IPv6 CIDR block: No IPv6 CIDR block
Tenancy: Default
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Ohio » Support -

@ new vPC Experience ®

Tell us what you think

Your VPCs info
VPC Dashboard

EC2 Global View | Q |

Filter by VPC:

[*8)

| State: available X‘ ‘ Clear filters ‘

Q, Selecta VPC

VIRTUAL PRIVATE* 1
v
CLOUD

Your VPCs * 2

Subnets

Name v VPCID v Stat

Route Tables
Internet Gateways

Egress Only Internet
Gateways

DHCP Options Sets
Elastic IPs

Managed Prefix Lists
Endpoints

Endpoint Services

NAT Gateways

Peering

Connections = = = M@

¥ SECURITY -

Feedback English (US) * Privacy Policy Terms of Use Cookie preferences
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CI‘EEtE VPC Infia

AVPC Is an isolated portion of the AWS cloud populated by AWS objects, such as Amazon EC2 instances.

VPC settings

Mame tag - optionol

Croates a tag with a key of Warme” and a valug that you specitfy.

| my_vpe .E .

IPva CIDR block Info

10.100.0.0/16
L —— D)

IPv CIDR block  Info

O Mo IPvE CIDR block | 3

Amazon-provided IPve CIDR block

IPvE CIDR owned by me

Tenancy Info

Default v

Tags
At3g is 3 Label that you assign to an AWS resource. Each ag consists of 2 key and an optional value. You can use tags to search and filter
your resounces or track your AWS costs

Koy Value - optional
O, Mame x Q. my_vpc »
4
Add new tag

You can add 49 more t3gs

Click "Create VPC" to finish adding a new VPC.

Once the VPC is created, take note of the VPC ID. In this case, it's vpc-0c7df0e8b5a713a25,
as shown in the next image.
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& You successfully created vpe-0c7dfoesb5a713a25 / my-vpc

VPC Your VPCs vpe-0c/df0e8b5a713a25

vpc-0c7df0e8b5a713a25 / my-vpc

Details o

VPCID State
vpc-0c7dfO0e8b5a713a25 ® Available
Tenancy DHCF options set
Default dopt-6699330f
Default VPC IPv4 CIDR

No 10.100.0.0/16

3. Create a new Subnet.

In the left panel, go to VIRTUAL PRIVATE CLOUD — Subnets and create a new Subnet:
VPC ID: your VPC ID from step 2 (in this case, vpc-0c7df0e8b5a713a25).

Subnet name: servers-subnet

Availability Zone: No preference

IPv4 CIDR block: 10.100.100.0/24
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aws  senices v [Alt+S] Ohio »

Support w

@ new VPC Experience ®

Tell us what you think

Subnets IS e |
WVPC Dashboard

EC2 Global View Q

Filter by VPC: 3
’ @

Q selecta VPC

v v v
v VIRTUAL PRIVATE Name Subnet ID State VPC
CLOUD

Your VPCs

Subnets ..:::: 2 .

Route Tables Select a subnet

- subnet-b053b7fd @ Available vpc-Od41ed |

3

E = @

Internet Gateways

Egress Only Internet
Gateways

DHCP Options Sets
Elastic IPs

Managed Prefix Lists
Endpoints

Endpoint Services

NAT Gateways

Feedback English (US) » Privacy Policy Terms of Use Cookie preferences

Create subnet ..«

VPC
VPCID
Create subnets in this VPC
vpc-0c7df0e8b5a713a25 (my-vpc) < w
Associated VPC CIDRs
IPv4 CIDRs

10.100.0.0/16
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[ —

Subnet settings
Specify the CIDR blocks and Availability Zone for the subnet.

Subnet 1 of 1

Subnet name
Create a tag with a key of 'Mame’ and a value that you specify.

server-subnet * 2

The name can be up to 256 characters long.

Availability Zone Info
Choose the zone in which your subnet will reside, or let Amazon choose one for you.

Mo preference v

IPv4 CIDR block Info

Q. 10.100.100.0/24 o —— K X

¥ Tags - optional

Key Value - optional

0, MName » O, server-subnet >
Add new tag

You can add 49 more tags.

Remove

| Add new subnet | '

Once it is created, take note of the subnet ID. In this case, it's subnet-0fa3488f8bb04821a, as
shown in the next image.

IS
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(© vou have successfully created 1 subnet: subnet-Ofa3488fabb04821a

Subnets (1/1) nfo | @] H Actions ¥ |
1 &

Q
| Subnet ID: subnet-0fa3488fgbb04821a X | ‘ Clear filters
Name v Subnet ID v State v VPC v IPv4 CIDR 4
| server-subnet subnet-0fa3488f@bb04821a @ Avallable vpc-0c7dfoe8b5a713a25 | my-... 10.100.100.0/24

Also, a route table is associated with this subnet. Take note of the route table id used for this
subnet. In this case is rtb-0645e5a3aef603498, as shown in the next image.

subnet-0fa3488f8bb04821a / server-subn

Details
Subnet ID Subnet ARN
subnet-0fa3488f2bb04821a arn:aws:ec2:us-east-
2:131970628332:subnet/subnet-
Available IPv4 addresses 0Ofa3488f8bb04821a
251
IPv6 CIDR
VPC -
vpc-0c7df0e8b5a713a25 | my-vpc
Route table
Auto-assign public IPv4 address rtb-0645e5a3aef603498

N

4. Create a new Customer Gateway (CGW):
In the left panel, go to VIRTUAL PRIVATE NETWORK (VPN) — Customer Gateways and
create a new Customer Gateway.

e Name: customerGW

e Routing: static

e |P Address: 192.0.2.2
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i

Services w

@D New VPC Experience
Tell us what you think
Firewalls 3
Firewall policies S e
Metwork Firewall rule @ customerGW
groups
v

VIRTUAL PRIVATE ooy, 1
NETWORK (VPN)

Customer Gateways wsgijmmm ?
Virtual Private
Gateways
Site-to-Site VPN
Connections
Client VPN Endpoints
v

TRANSIT
GATEWAYS

Transit Gateways

Transit Gateway

Attachments Details

Tags

Transit Gateway Route
Tables

Transit Gateway
Multicast

Metwork Manager -

Create Customer Gateway

- f“ ID : cgw-0bc8291b38ef28673 Add filter

Q, L Ohio ¥

Actions ¥

1t01

(0] « State *  Type

cow-0bc8291b38ef28673 available ipsec.1

Customer Gateway: cgw-0bc8291b38ef28673

ID  cgw- State
Obc8291b38ef28673
Type ipsec
BGPASN 65000

Device -

IP Address
Certificate ARN

Supporl ¥

LR )

of 1

- P&

1821

available

182.0.01
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Customer Gateways > Create Customer Gateway

Create Customer Gateway

Specify the IP address for your gateway's external interface; the address must be static and may be behind a device performing network address
translation (NAT). For dynamic routing, also specify your gateway's Border Gateway Protocol (BGP) Autonomous System Number (ASN); this ca
be either a public or private ASN (such as those in the 64512-65534 range).

VPNs can use either Pre-Shared Keys or Certificates for authentication. When using Certificate authentication, an IP address is optional. To use
Certificate authentication, specify a Certificate ARN when you create your Customer Gateway. To use Pre-Shared Keys, only an IP address is
required.

Name | customerGW (1] p—
Routing Dynamic
® Static
IP Address | 192022 l O <=
Certificate ARN | Select Certificate ARN *~ C e

3

Device = Opfional i '

* Required (=11 Create Customer Gateway

Please note that 192.0.2.2 is a sample address and your configuration will fail if you specify it.
You need to provide your real public IP address.

©® Error
Value (192.0.2.2) for parameter ipAddress is invalid

Once it is created, take note of the Customer Gateway ID. In this case, it's
cgw-0d76a79f102472243, as shown in the next image.
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Customer Gateways > Create Customer Gateway

Create Customer Gateway

@ Create Customer Gateway Request Succeeded

Customer Gateway ID  cgw-0d76a79f102472243

5. Create a new Virtual Private Gateway:

In the left panel, go to VIRTUAL PRIVATE NETWORK (VPN) — Virtual Private Gateways and

create a new Virtual PrivateGateway
e Name: virtualPrivateGateway
e ASN: Amazon default ASN

aES Services v Q, Search for services, fe

@O New VPC Experience
Tell us what you think

Firewalls
Firewall policies Name = D +  State Type
Metwork Firewall rule

groups

v

VIRTUAL PRIVATE

NETWORK (VPN) =1

Customer Gateways

Virtual Private

2
Gateways ‘=:=
Site-to-Site VPN
Connections

Client VPN Endpoints
v

TRANSIT
GATEWAYS

Transit Gateways Select a virtual private gateway above

Transit Gateway
Attachments

Transit Gateway Route
Tables

Transit Gateway
Multicast

Metwork Manager -

Feedback English (US) ¥

Ohic * Supporl ¥

- | VPC

Privacy Policy

Terms of Use

o & 0

1to20f2

Cookie preferences
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Viirtual Private Gateways > Create Virtual Private Gateway

Avirtual private gateway is the router on the Amazon side of the VPN tunnel.

Name tag | virtualPrivateGateway | (i ] dﬂ= 1

3

ASN ® Amazon default ASN (i ) L ——

O Custom ASN G

* Required [\l Create Virtual Private Gateway

Once it is created, take note of the Virtual Private Gateway ID. In this case, it's
vgw-0f668f904d36f4cd9, as shown in the next image.

@ Create Virtual Private Gateway succeeded

Virtual Private Gateway ID  vgw-0f668f904d36f4cd9

6. Attach the Virtual Private Gateway to the VPC created on step #2.

In the left panel, go to VIRTUAL PRIVATE NETWORK (VPN) — Virtual Private Gateways.
Select the virtual gateway created before and then click on Actions — Attach to VPC

e VPC: VPC ID of VPC created before. In this case vpc-0c7df0e8b5a713a25.

e Click Yes, Attach.
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%E:rl Services ¥ Q. Search for sen

@ New VPC Experience

Tell us what you think

Delete Virtual Private Gateway
sttf—

2 (), | Name : vitualPrivateGateways]

Firewall policies Attach to VPC

Network Firewall rule B | Name iy
groups

Type ~ VPC -~ ASN (Amazon side) ~

Add/Edit Tags
JooouZon

@ VirualPrivate...  vgw-0b26937% ipsec.1 = 64512

v VIRTUAL PRIVATE
NETWORK (VPN)

Customer Gateways 2

Virtual Private

Gateways B

Site-to-Site VPN
Connections

Client VPN Endpoints

» TRANSIT
GATEWAYS
Transit Gateways

Transit Gateway Virtual Private Gateway: vow-0b26937435869d26b
Attachments

Transit Gateway Route Details Tags
Tables

Transit Gateway D vgw-0b26937430869d260 state | detached

Multicast Type ipsec.t VPC -

ASN (Amazeon side) 64512
Netwark Manager

» TRAFFIC 5

Virtual Private Gateways = Attach to VPC

Attach to VPC

Select the VPC to attach to the virtual private gateway.

Virtual Private Gateway |ld vow-0888bdeec9f317931

2
VPC* | vpc-0c7dioesbSa713a25 v C &

* Required Cancel [EEAN =)

7. Propagate the routes that will be received on the VGW to the VPC.

In the left panel, go to VIRTUAL PRIVATE CLOUD — Route Tables, select the route table
associated with the subnet created earlier (in this case rtb-0645e5a3aef603498), and click
Actions — Edit route propagation

Then check the “Enable” checkbox to enable route propagation.

Sentrium S.L.
2022



VyOS Documents

How-to | Technical Doc

Site-to-Site VPN to AWS with static routing

a‘_"'\_’,s, Services ¥ Search for services, features, marketplace products, and docs [Alt+S] Ohio w Suppor
@ New VPC Experience Route tables (1/1) info 3 ) Create route table
Tell us what you think jm— et
View details
Q 1
VPC Dashboard @
EC2 Global View ‘ Route table ID: rth- X ‘ ‘ Clear filters | ) -
4 Edit subnet associations
Filter by VPC Edit ed iati
Q Select 3 VPG Name v Route table ID v Explicit subnet a 't edge associations ons Ma
elect a
| ) T Edit route propagation
o - rtb-1 i - Yes
v VIRTUAL PRIVATE Edit routes —
CLOUD
Vour VPC i Manage tags
our s
Subnets 2 Delete route table

Route Tables ‘ 1

Internet Gateways

Egress Only Internet
Gateways

DHCP Qptions Sets
Elastic 1Ps

Managed Prefix Lists

VPC Route tables rtb-0645e5a3aef603498 Edit route propagation

Edit route propagation

Route table basic details

Route table ID
rtb-0645e5a3aef603498

Edit route propagation

Virtual Private Gateway Propagation

vgw-0fe68f904d36f4cd9 / virtualPrivateGateway Enable

8. Create a new VPN connection and associate the previously created Virtual Private Gateway
and Customer Gateway with it.
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In the left panel, go to VIRTUAL PRIVATE NETWORK (VPN) — Site-to-Site VPN
Connections, and create a new VPN Connection.

Name tag: vpn-onprem

Target Gateway Type: Virtual Private Gateway

Virtual Private Gateway: vgw-0f668f904d36f4cd9

Customer Gateway: Existing

Customer Gateway ID: cgw-0d76a79f102472243

Routing Options: Static

Static IP Prefixes: 192.168.0.0/16

Tunnel inside IP Version: IPv4

Tunnel Options: Generated by Amazon
S Q

Create VPN Connection Actions v

@ New VPC Experience
Ted s what y hink

groups -

v VIRTUAL PRIVATE

You do not have any VPN Connections in this region
NETWORK (VPN) 2

Customer Gateways Click the Create VPN Connection button to create your first VPN Connection

Virtual Private Gateways -
Create VPN Connection

Site-to-Site VPN

) 1
Connections -

Create VPN Connection
Select the target gateway and customer gateway that you would like to connect via a VPN connection. You must have entered the target gateway information already.
Name tag  vpn-onprem (i} * -
Target Gateway Type © Vinual Private Gateway ‘ 2

' Transit Gateway

Virtual Private Gateway*  vgw-0f668f904d36f4cd9 - C - 3

Customer Gateway ® Existing - a

) New

Customer Gateway ID*  cgw-0d76a791102472243 - .-5

Routing Options = Dynamic (requires BGP)
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Static IP Prefixes IP Prefixes Source State 0

7 [192.1530.una - - (x]

Add Another Rule

Tunnel Inside Ip Version ’ IPvd
O IPvE

Local IPv4 Network Cidr | 0.0.0.0/0 [i]
Remote IPv4 Network Cidr | 0.0.0.0/40 (i ]
Tunnel Options
Customize tunnel inside CIDR and pre-shared keys for your VPN tunnels. Unspecified tunnel options will be randomly generated by Amazon.
Ingide IPv4 CIDR for Tunnel 1 Generated by Amazon 0
Pre-Shared Key for Tunnel 1 Generated by Amazon

Inside IPv4 CIDR for Tunnel 2 Generated by Amazon

e e e

Pre-shared key for Tunnel 2 | Generated by Amazon
Advanced Options for Tunnel 1 ’ Use Default Options
' Edit Tunnel 1 Options

I i 8
Advanced Options for Tunnel 2 ’ Use Default Options

(' Edit Tunnel 2 Opficns
WVPHN connection charges apply once this step is complete. View Rates

* Required Cancel Create VPN Connection

After creating the tunnels, you should modify DPD (Dead Peer Detection) settings. Select the
VPN connection vpn-onprem, and go to Actions — Modify VPN Tunnels Options. Then, for
both tunnels, set DPD parameters as shown in the next images.

@ New VPC Experience Downlead Configuration Actions ~ —— 3

Tell us what you think

Q Filter by tags and attributes or search by keyword

VIRTUAL PRIVATE Modify VPN Connection
NETWORK (VPN) a Mo - | VENID
Customer Gateways q4 Modify VPN Connection Options
B vpn-onprem vpn-07fb744b364a12cee Mo Intione
Virtual Private
Gateways Delete
AddfEdit Tags
Site-to-Site VPN
Connections * 1
4
Client VPN Endpoints
Sentrium S.L.
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O Clear
O Restart

® None e-coglimmm

Then select the VPN connection, and download the Configuration, in order to get data for
configuring the VyOS router, such as pre-shared keys for both tunnels.

Also, by selecting the VPN connection vpn-onprem, in Tunnel Details you can get the real
public IP address of both tunnels.

DPD Timeocut Action

Download Configuration

Chogse the sample cenfiguration you wish to download based on your customer gateway. Please note these are samples, and will need
to use Advanced Certificates, and/or IPv6.

o
Pistor [G3+] ©

Softuare )

4

Ike Version [ikevi v| € '

! This configuration consists of two tunnels. Both tunnels must be | -- .
! configured on your customer gateway. ! IPSec Tunnel §#2 ==@==
[ . .

#1: Tunnel Interface Configuration

! IPSec Tunnel #] ==clf==

1
!

1

1

1

1 . .

! #1: Tunnel Interface Configuration

! A tunnel interface is configured to be the logical interface associated
! with the tunnel. All traffic routed to the tunnel interface will be

! encrypted and transmitted to the VPC. Similarly, traffic from the WPC

! will be logically received on this interface.

1

1

!

1

1

1

1

! The address of the interface is configured with the setup for your
| customer gateway. If the address changes, the customer gateway and VPN
! connection must be recreated with Amazon VPC.

! A tunnel interface is configured to be the logical interface associated
! with the tunnel. All traffic routed to the tunnel interface will be

encrypted and transmitted to the WPC. Similarly, traffic from the VPC
will be logically received on this interface.

The address of the interface is configured with the setup for your
customer gateway. If the address changes, the customer gateway and VPN

connection must be recreated with Amazon VPC.

A tunnel interface must be created to route the packets via the tunnel.

! a. Open the Gaia platform portal of your gateway.
! A tunnel interface must be created to route the packets via the tunnel. b. Choose “"Network Interfaces” and create a new VPN tunnel interface.
c. For "VPM Tunnel ID", enter 2
a. Open the Gaia platform portal of your gateway. d. Peer Name: aws_Tunnel2
b. Choose "Network Interfaces” and create a new VPN tunnel interface. e. For "VPN Tunnel Type", choose Numbered.
c. For "VPN Tunnel ID", enter 1 f. IP Address: 169.254.89.249‘ e
d. Peer Name: aws_Tunnell - Tttt T
e. For "VPN Tunnel Type", choose Numbered. L. HUUSE LU U VO VRSO 1 8IUI01 4 2I00se
. IP Address: 169.254.198.165 3. For "Satellite Gateways", add the interoperable devices that you created before.
- N 4. Expand "Advanced Settings”. For "Shared Secret”: JThH rYfukkMG
8. For “lunnel Management”, choose “Set Fermanent lunnels”, “Un all tunnels in the com | <

9. In the "VPN Tunnel Sharing” section, choose "One VPN tunnel per Gateway pair”.
1@8. Expand "Advanced Settings”. For "Shared Secret": JRUILVJRcaiGNE T NGRS S|
11. For "Advanced VPN Properties”. confisure the properties as follows:

Nthan catting will namain cama '

Sentrium S.L.

2022



VyOS Documents

How-to | Technical Doc

Site-to-Site VPN to AWS with static routing

(o CEVCRY SR GE (D) | Download Configuration | Actions v

Q State : available Add filter
[ ] Name + VPNID ~ State + | Virtual
@ vpn-onprem vpn-025fd2ee6f7bB78a9 available vigw-0fE

VPN Connection: vpn-025fd2ee6f7b878a9

Details Tunnel Details Static Routes Tags

Tunnel State
Tunnel Number Outside IP Address Inside IPv4 CIDR
Tunnel 1 18.189.144.217 169.254.198.164/30
Tunnel 2 52.15.120.73 169.254.89.248/30

On-Prem — VyOS Router

Before configuring your router, make sure you download the settings for IPSEC from AWS (step
- 8).

VyOS VPN configuration commands:

# Enable ipsec on WAN interface
set vpn ipsec ipsec-interfaces interface etho

# ike-group config for both tunnels

set vpn ipsec ike-group IKE-GROUP key-exchange ikev2

set vpn ipsec ike-group IKE-GROUP lifetime 28800

set vpn ipsec ike-group IKE-GROUP proposal 1 dh-group 2

set vpn ipsec ike-group IKE-GROUP proposal 1 encryption aes256
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set vpn ipsec ike-group IKE-GROUP proposal 1 hash shal

set vpn ipsec ike-group IKE-GROUP dead-peer-detection action restart
set vpn ipsec ike-group IKE-GROUP dead-peer-detection interval '10'
set vpn ipsec ike-group IKE-GROUP dead-peer-detection timeout 30

# esp-group config for both tunnels

set vpn ipsec esp-group ESP-GROUP lifetime 3600

set vpn ipsec esp-group ESP-GROUP pfs disable

set vpn ipsec esp-group ESP-GROUP proposal 1 encryption aes256
set vpn ipsec esp-group ESP-GROUP proposal 1 hash shal

# Tunnel-01 config

# Public address, vti address and psk obtained from tunnel config in AWS.

set interfaces vti vti@ address 169.254.198.165/30

set vpn ipsec site-to-site peer 18.189.144.217 authentication mode pre-shared-secret
set vpn ipsec site-to-site peer 18.189.144.217 authentication pre-shared-secret
'eFVUuoOETk@OG5NNJ4uH_MpJvSki53wilI"

set vpn ipsec site-to-site peer 18.189.144.217 connection-type initiate

set vpn ipsec site-to-site peer 18.189.144.217 description ipsec

set vpn ipsec site-to-site peer 18.189.144.217 local-address 192.0.2.2

set vpn ipsec site-to-site peer 18.189.144.217 ike-group IKE-GROUP

set vpn ipsec site-to-site peer 18.189.144.217 vti bind vti@

set vpn ipsec site-to-site peer 18.189.144.217 vti esp-group ESP-GROUP

# Tunnel-02 config

# Public address, vti address and psk obtained from tunnel config in AWS.

set interfaces vti vtil address 169.254.89.249/30

set vpn ipsec site-to-site peer 52.15.120.73 authentication mode pre-shared-secret
set vpn ipsec site-to-site peer 52.15.120.73 authentication pre-shared-secret
'msiPiJThHtpoNtwirYfukKMGaFKx6S30"'

set vpn ipsec site-to-site peer 52.15.120.73 connection-type initiate

set vpn ipsec site-to-site peer 52.15.120.73 description ipsec

set vpn ipsec site-to-site peer 52.15.120.73 local-address 192.0.2.2

set vpn ipsec site-to-site peer 52.15.120.73 ike-group IKE-GROUP

set vpn ipsec site-to-site peer 52.15.120.73 vti bind vtil

set vpn ipsec site-to-site peer 52.15.120.73 vti esp-group ESP-GROUP

VyOS Routing configuration commands:

# Preferred route to AWS via tunnel-01
set protocols static interface-route 10.100.100.0/24 next-hop-interface vti@ distance '10'
set protocols static interface-route 10.100.100.0/24 next-hop-interface vtil distance '20'

Validations

VPN status in VyOS router:

vyos@RTR1:~$ show vpn ipsec sa
Connection State Uptime Bytes In/Out Packets In/Out Remote address
Remote ID Proposal
peer-18.189.144.217-tunnel-vti up Im56s 0B/0B 0/0 18.189.144.217
N/A AES_CBC_256/HMAC_SHA1_96
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peer-52.15.120.73-tunnel-vti up 2m46s 0B/0B 0/0 52.15.120.73
N/A AES_CBC_256/HMAC_SHA1_96

Traffic capture on VyOS router while pinging from router to a Virtual Machine located on AWS

vyos@RTR1# tcpdump -i vti@ icmp

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode

listening on vti@, link-type RAW (Raw IP), capture size 262144 bytes

22:46:15.889566 IP 192.168.99.99 > 10.100.100.95: ICMP echo request, id 14742, seq 1, length 64
22:46:15.982900 IP 10.100.100.95 192.168.99.99: ICMP echo reply, id 14742, seq 1, length 64
22:46:16.891169 IP 192.168.99.99 10.100.100.95: ICMP echo request, id 14742, seq 2, length 64
22:46:16.984519 IP 10.100.100.95 192.168.99.99: ICMP echo reply, id 14742, seq 2, length 64
22:46:17.892805 IP 192.168.99.99 10.100.100.95: ICMP echo request, id 14742, seq 3, length 64
22:46:17.986202 IP 10.100.100.95 192.168.99.99: ICMP echo reply, id 14742, seq 3, length 64
22:46:18.894510 IP 192.168.99.99 10.100.100.95: ICMP echo request, id 14742, seq 4, length 64
22:46:18.987898 IP 10.100.100.95 192.168.99.99: ICMP echo reply, id 14742, seq 4, length 64
22:46:19.896181 IP 192.168.99.99 10.100.100.95: ICMP echo request, id 14742, seq 5, length 64
22:46:19.989485 IP 10.100.100.95 192.168.99.99: ICMP echo reply, id 14742, seq 5, length 64
22:46:20.897704 IP 192.168.99.99 10.100.100.95: ICMP echo request, id 14742,

VVVVVYVYVYVYVYV

Check the tunnel status in AWS. In the left panel, go to Site-to-Site VPN Connections, select
the vpn-onprem connection, and in Tunnel Details check tunnels status.

Create VPN Connection Download Configuration | Actions

State : available Add filter

[ ] Name VPN ID 4« State Virtual Private Gateway Transit Gateway

@ vpn-onprem vpn-025fd2ee6f7b878a9 available vgw-0f6681904d36f4cd9 | virtual...
Tunnel Number Outside IP Address Inside IPv4 CIDR Inside IPvé CIDR Status
Tunnel 1 18.189.144.217 169.254.198.164/30 - up
Tunnel 2 52.15.120.73 169.254.89.248/30 - up

The status should change to “UP” in a few minutes..

Note from AWS docs: A VPN tunnel comes up when ftraffic is generated from the customer
gateway side of the VPN connection. The virtual private gateway side is not the initiator. If your
VPN connection experiences a period of idle time (usually 10 seconds, depending on your
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customer gateway configuration), the tunnel might go down. To prevent this problem, use a
network monitoring tool to generate keepalive pings. For example, for Cisco ASA devices,
enable SLA monitoring.
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